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Arecent studypublished inForbes shows that 80percent of pa-
tients are concernedabout the safety of their health information.

And they shouldbe.
Ourdatawill neverbe100percent secure.This is a realityweall face

asdenizensof the21st century.We live in aworldwhere everything
fromourbanking transactions to thediagnostic reportsmechanics run
onour cars rely ondigital capabilities thathavebeendesigned topro-
vide real-time results in auser-friendlyway. Potential data breaches
are the trade-offwemake for that instant access; inhealth care, access
to information is critical toproviding thebest patient care.

The repercussions of ahealthdatabreacharenot the sameas, say, a
hacking into your Instagramaccount.While both areundesirable, they
arenot of the samegravity.Healthdatahas thepotential to impact
everything— fromourhealth insurancepremiumsand life insurance
rates tohowweare treated in theworkplace.However, all patient data
arenot the same,whichmeans that securitymeasures andaccess
shouldnotnecessarily beuniform for all information typesor roles.

Consider anursewhoneeds to access apatient’s phonenumber to
informhimofhisweeklyCouma-
din levels.This contact information
couldbemost likely foundvia a
quick Internet searchusing an
onlinewhite or yellowpages, so
shouldnot require elaborate securi-
tymeasures.Conversely, a physi-
cianwho is electronically ordering
oxycodone forherpatientwhohas
just undergone spinal surgery
should indeedbe required to
authenticateher identity and that of
thepatient throughamore rigorous
security process.

Since securitymeasures arenot a
one-size-fits-all regimen, the chal-
lengequickly becomeshowdowe
strike abalance, developing and
implementing secureprocesses that
donot simultaneously create obsta-
cles forhealth-care teams?

At the recentMassTLCHealth
Summit inBoston,AdamLandman,
chiefmedical informationofficer ofHealth Information Innovation
and Integration atBrigham&Women’sHospital, spokeon the issueof
health IT security.He rightlypointedout that becauseof thenatureof
personal health information, health-careorganizations can’t just bolt
any securityprogramonto their existing systems. In fact, security
consists ofmore than just software andconsistent data tracking and
auditing.Thereneed tobeprocesses andcheckpoints inplace to
ensure that the system, and itsmanyusers, both clinicians andpatients,
consistentlymeet expectations inupholding these importantmea-
sures.

Thegood thing is that thehealth-care industryhasmanyof these
measures already inplace. Physicianshavenational provider identifi-
ers, rotatingpasswords, phone locks andencryption systemson their
devices—youget thepicture.What is essential is that health-care
organizations continue tomonitor, updatepolicies that include rules
for “bring yourowndevice” andensure their servers are secure.Addi-
tionally, theymust be vigilant thatwhen they integrate othermedical
practices and facilities into their organization, that they extend these
measures to incorporatenewemployees, newsites and locations and
their various technologies.

Whileweall strive for100percent security in every industry, given
theubiquitous andcomplex systems that continue to expand into
every aspect of ourmodern lives, it is impossible topredict all conceiv-
able outcomes; therefore, failure of some form isunavoidable.Howev-
er, bybuilding security into the coreof our systemsandensuring it is
present in every aspect of our interactionswithourpatients and their
data,wecandesign and test systemsand solutions that, should they
fail, do so securely.Ashealth-careprofessionals,wearenot just en-
trustedbyourpatientswith their physical health, butwith their per-
sonal healthdata aswell.Weneed to treat bothwith the same level of
respect and importance.

NickvanTerheyden,MD, is chiefmedical information officer forNuance
Communications.

By Nick van Terheyden | Guest columnist

Access to information
critical despite trade offs
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Electronic health record systems are a boon and a security risk.
Today’s electronic health systemswith advancedmonitoring capa-
bilities like the ability to detect potentially adverse drug interactions
asmedications are being prescribed to a patient are critical. No one
would questionwhether this information is a significant benefit.

The electronic health record systems of today are far superior
when considered against the alternative, a paper record. Theworld
we live in continues to go digitalwhether it be our pictures, our
videos, or our letters to grandma. It is only natural that our hand-
writtenmedical records— stored in folders in the doctor’s office or
in our hometownhospital records room— follow the same course.
The reality is that theworldwe live in today is already connected
and somemight argue that health care as an industry is, in reality,
playing catch-up to other industries such as retail and finance.

While some of usmay still use paper checks, all of our financial
information is housed electronicallywith our banks and the vast
majority of us not only accept, but embrace it.We can nowpay our
bills online, receive alerts should the balance in our checking ac-

count be at risk for overdraft, and
even view an electronic version of
the checkwe recentlywrote.
Whenwe’re checking out at our
favorite big-box retail store,we
can receive an alert of an instant
savings.Why?Because everything
about our purchases is being
logged and can be tied back to us
as individual shoppers.
Further fueling interest in im-

plementing and connecting ad-
vanced electronic health record
systems is the fact thatwe are a
society on themove,more so now
than ever in our nation’s history.
As I’mwriting this article today,
I’m inOrlando, 700miles frommy
homeon a business trip, along
with the tens of thousands of
people fromaround theworld
who visit this city daily. It is im-
perative that today’s electronic

health-record systems are universally connected so they can share
potentially lifesavingmedical information fromanyhealth-care
system.That is the long-termvision for the health-care industry and
would provide tremendous value to us as patients.We shouldwant
the doctor providing care to have all the potentialmedical history
about us and our families as they begin tomake decisions onhow to
best to treat the situation.

Access to information does come at a price. Asmedical informa-
tion is digitized, it becomes accessible andmust be secured. Plenty
of technologies exist to securemedical information, but another
hard reality of theworldwe live in is that security is a cat andmouse
game. There are people around theworldwho attempt to hack into
hospital systems every second of every day, and for themost part,
they are unsuccessful due to preventative technologies in place.
Regulations are in place that require hospitalswith electronic health
records to attest to the fact that they have performed annual securi-
ty audits to ensure proper securitymeasures are in place to protect
allmedical records.

However, nothing is a guarantee. If a breach ofmedical informa-
tion should occur, hospital systems are required, by law, to notify
you once the breach is confirmed andmake resources available to
further discuss thematterwith you directly. Breaches do andwill
continue to occur.Not just in the health-care industry, but in the
retail industry, the financial industry, and even in the entertainment
industry, aswe recently sawwith a high profile incident.

Aswe consider the benefits and risks of the newelectronic
health-record systems being implemented today by hospitals across
the country,wemust keep everything in perspective. And that per-
spective is one of theworldwe live in being continually connected,
continually on themove, and continually enabledwith critical life-
saving information at the location it is needed.

RobFaix is a principalwith ImpactAdvisors, a health-care IT
consulting firmbased in Illinois.

By Rob Faix | Guest columnist

Fast-paced society needs
medical data to keep up

Access
comes at
a price.
As medi-
cal infor-
mation is digitized,
it becomes acces-
sible and must be
secured; and secu-
rity is a cat and
mouse game.

Five years ago, America
seemedheaded theway of Star
Trek’s “Bones”McCoy. The 2009
economic stimulus poured nearly
$26 billion in digitizingmedical
records.

Anddoctorswere eager to
beamup their patients’ records
into virtual storage.

More than 2,200Central Flori-
da doctors adopted digital record-
keeping aided by theUniversity of
Central FloridaCollege ofMedi-
cine’s Regional ExtensionCenter.

The potentialwas clear. Elec-
tronic health records promised a
vehicle for doctors to share easily
and quickly patient data, signifi-
cantly reduce prescription drug
errors, and allowpatients conven-
ient access to their records.

Inmany cases, it hasworked as
advertised. Yet, as a recent Pitts-
burghPost-Gazette article noted,
there have been bugs that have
proven tough to inoculate against
andhave resulted in a rise in the
number of complaints about the
systems to the FDA’s adverse-
event database.

Beyond complaints from the
practitionersworkingwith the
system, there are lingering pri-
vacy concerns andworries about
identify theft.

Both of today’s columnists
acknowledge transitioning to
computerized records is both a
boon and burden; one sounds a
louder note on security concerns,
while the other argues the re-
wards of universal access are
worth the risks.

Digital health records: pain and gain

darryl e. owens
Editorial Writer

By the numbers
■ 48 minutes: Free time per
clinic day that physicians
reported losing due to electronic
medical records, according to a
study published in November in
the journal JAMA Internal
Medicine.
■ $24 billion: The amount that
the U.S. Centers for Medicare and
Medicaid Services has handed out
to hospitals and doctors looking
to overhaul their digital records
systems and ditch paper record
keeping.
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